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1. GIOI THIEU

1.1 Muc dich

Muc dich cua tai ligu nay la gitp bo phan k¥ thuat ¢ phla Pbi tic ndm 1 cac thong sb trong
viéc cau hinh dau ndi trung ké cho cac cudc goi thoai va goi hinh anh (audio & video) gilta hé
thong Zalo va cac Call Center ciia Dbi tac.

1.2 Pham vi

Pham vi cua tai liéu ndy chi hudéng dan céc thong sb can c6, cac yéu cau can thuc hién trong
qua trinh thlet 1ap ciu hinh dé ket ndi cac cudc goi co ban gilta nguoi dung Zalo va cac nhan
vién cua Dbi tac (qua hé théng tong dai, Call Center,... cua Dbi tac).

1.3 Déi twong ngwdi st dung
e Can c6 kién thirc co ban vé IP/Network, biét nén tang VoIP, téng dai IP, Call Center,...
e Nhan vién k¥ thuat, ngudi phy trach thyc hién cau hinh cac trung ké SIP.
e Neén c6 kién thirc co ban vé giao thire SIP gitip chuén doan va xt 1y tt hon trong cac truong
hop phat sinh.

2. TONG QUAN
2.1 M6 hinh két néi
Zalo Users II)

SIPSBC/ ™S INTERNET

\
—— \
.
SIP Trunk
»

\
A

2 @

A
I Call Center @
[
PBX\ Call centers
® ®

2.2 Phia Péi tac can san sang

2.2.1 Thiét bj / hé théng Call Center
e Dditac c§n~c() sﬁq hé }héng Call Center, tf)ng dai IP, SBC, Gateway,...v0i
kha nang ho trg két noi trung ké theo chuan SIP cho cudc thoai (audio call)
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e * Call Center can hd trg video call khi ¢6 nhu cau sir dung cudc goi c6 hinh
anh

e * Can tich hop v6i API ciia Zalo dé hd tro thém cho tinh ning nhan dién
khudn mat & nhitng cudc goi ¢6 hinh anh

* Tinh nang Video call va eKYC chi danh riéng cho nhom nganh Tai Chinh &

Ngén Hang.

2.2.2 Bwong truyén internet
e Dung Static IP puinC nét ndi v6i Zalo qua moi tru(mg internet
e Bing thong du 16n dé dap tmg cho céc dich vu can st dung trén nén tang
VoIP: cudc goi audio call cin c6 do tré thip, video call (néu c6) s& can bing
thong 16m.
e Bing thong dé xuat:
o Audio call: 100-120kbps/call
o Video call:
= via app: 500-1000kbps/call
= via web: 1000-1200kbps/call

2.2.3 Firewall / SBC (tuy chon)
o Hé thong cua Doi tdc nén c6 Firewall, thiét bi SBC... d€ bao vé gilip giam
cac rui ro khi két noi qua moi truong internet

3. CAC BUOC KET NOI

3.1 Tao trng dung trén Zalo Developers

e Dy la img dung danh ri€ng cho OA dugc phat trién trén trang developer voi
ID riéng (goi tat App_Id)

e Truy cép trang https://developers.zalo.me/apps dé tao img dung (néu chua c6),
hoac tim hiéu thém tai day: https://developers.zalo.me/docs/official-
account/bat-dau/kham-pha

e Thiét lap “Quyén sir dung chiic ning goi thoai” cho App.
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(4 Webhook
@ Account -
Code Challenge
Quin bj Official Account
©  MiniApp
@ Goi thoai
State

Chon quyén can yéu cau dugc cap tir OA

Quyen sir dung API
Quyén: G tin nhin
® Gif tin nhin chi 36ng va gif tin nhin phan hai
= Upload hinh 3nh. dnh gif va file
® Ly théng tin quota tin nhin chl ddng va tin nhin phan hdi

Quyén: Quan Iy tin nhin ngudi quan tim
® Ly danh sach cac hi thoal ciia OA
® L3y danh sich hoi thoai véi ngudt quan tim cu thé

Quyén: Quan Iy bai viét

Quyén: Sif dung chic niing gol thoal
® Thyc hién cudc goi inbound
= Thyc hién cudc goi outbound
® Thyc hién truy xudt thdng tin lich st cude 9ol

Quy&n nhan sy kién Webhook
Quyen: Nhan sy kign quan Ij tin nhin
® Sy kién ngudi ding 33 nhan tin nhin tir OA
= Sy kién ngudi ding a3 doc tin nhin
® Sy kién ngudi ding gii tin nhin dén OA
* Sy kién OA giri tin nhdn cho ngudi quan tim

Goi xét duyét “Str dung chirc nang goi thoai”

Quyén: Quan Iy théng tin OA

Ly théng tin OA

Ly danh sich ngui quan tim

Ly théng tin ngudi quan tim

Cép nhit thong tin ngudi quan tam
Quén i nhin

Quyén: Quin Iy cifa hang, dcn hang
® Quin ly don hang
® Quin ly cifa hing

Quyén: Quan Iy ads

Quyén: Nhén sy kién quan Iy ngudi quan tim
= Sykién quén Iy nhan
® Sy kién ngudi ding ddng y chia sé thdng tin
® Sy kién ngudi ding quan tim/ bd quan tam

Aol N £
o ian Nop cac muc dé duyét
@ waiwe
i D48 cb trii nghigm 16t nhit khi tich hop va sit dyung cic API clia Platform Zaio. Ban hily kia chon cic AP clin ding bén dudi vb gii ngay 86 Zalo. Chung t8i 58 h trg ban md
£ oy o st g A1 X quylin dén cic AP mang mudn.
Socil AP + Hiy lén danh sach cac tic v cBn thyc hién sau 86 lua chon cac API cn thiét trong menu. Didu ndy s gilp tiét kiém thét gian va khang tam gidn doan viée tich hap va s
dung APL
T % Kndng xin quyin sif dung tt cb API cling mt Iuc. Vige ndy s& khién thai gian xét duyét ting Ién khién ban phai chd doL
e 401
Shop API
© X thyc domain
@& Thongke API GUri xét duyét sir dung Offical Account API
|4l Thong ké ding nhip
D s @D Quin i thong tin OA
S61an 6 gol/Gidi 56 [an 85 gol/Gidi S [in da gol/GisT  Trang
AP han (Theo ngdy)  han (Theo tuln)  han (Theo thing) thai
30 ghdn @ Quin i tin nhin ngudi quan tam
Thte beén gif yéu chu xin phéy e 0/khdng gdihan 0/ khong g h 8/kMnggaien  TIME
o ¢ ién gif yéu chu xin phép goi G 0/ khéng gl : ihan 8/ i
#) Ding nhip @0 Gitin nhdn ’ Lt > 9 duyet
(7 Webhook .
Kiém tra ngueh dung chilp nhdn quyén
‘) idn by Ads 0/ kho poihan 0/ khoy pothan 0/ khong gid han
[0 Official Account » Quinly thuc hién cube goi 1 OA "9 2e0 99

™ Goi thosi

3.2 Tai khoan Zalo Official Account Doanh nghiép
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Cén c6 tai khoan Zalo Official Account (OA) duge xac thyc thanh cong véi
chudi s6 dinh danh duoc cip OA_Id

Truy cép: https://oa.zalo.me/home dé ding ky tai khoan OA va thyc hién xac
thuc (n€u chua co)

* Luu y.: Chi tai khoan OA Doanh nghiép mai su dung duoc dich vu ZCC. OA
Chuyén doi s6 va OA Media, khong thé sir dung.

3.3 0A cap quyen cho Ung dung

Ung dung goi yéu cau can truy cap dén OA cho “Quyén st dung chirc ning goi thoai”

(Xem huwéng dan cu thé tai day: https://developers.zalo.me/docs/official-account/bat-
dau/xac-thuc-va-uy-quyen-cho-ung-dung-new)

Trén trang https://developers.zalo.me/

Zdlo for Developers Ty  Llihstcipnhat  HETrg

Congey | FAQs

AP Explorer

Access Token
Debugger

Quénlj Binh luén

e DEVELOPER

e Chon dung cac thong tin yéu cau
o Access Token: version 4
o Chon ung dung stir dung chirc nang goi thoai (¢ budc 3.1)
o Loai access token: OA Access Token
o OA: OA cin xin quyén
Ly Access Token e e

Loai access token

Access token

Refresh token

Can OA dong ¥ cip quyén bang xac nhan “Cho phép” khi nhan dugc yéu cau
tir Ung dung
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Quyén: Quan Iy tin nhan ngudi quan tam
- Lay danh sach cac héi thoai cia OA
- Lay danh sach héi thoai voi ngudi quan tam cu thé

Quyén: Quan Iy clra hang, don hang
- Quén ly don hang
- Quaén ly clra hang

Quyén: Quan Iy bai viét

Quyén: Quan Iy ads

Quyén: Str dung chi¥c nang goi thoai
- Thyrc hién cudc goi inbound
- Thurc hién cudc goi outbound
- Thyc hién truy xuat thdng tin lich sir cude gol

Quyén: Nhan su kién quan Iy tin nhdn
- Sur kién ngudi ding da nhan tin nhan tir OA
- Su kién ngudi ding da doc tin nhan
- Sy kién ngudi ding guri tin nhan dén OA
- Su kién OA gtri tin nhan cho ngudi quan tam

Quyén: Nhan su kién quan Iy ngudi quan tam
- Su kién quan ly nhan
- Sy kién ngudi dung dong y chia sé thdng tin
- Su kién ngudi ding quan tam/ bd quan tam

Quyén: Nhan su kién quan Iy clra hang, don hang
- Su kién don hang duoc tao

v Déng y cho phép Umg dung quan ly Official
Account

3.4 Khai bao téng dai trén trang Zalo Developer dé két néi véi ZCC
e Truy cdp Menu “Goi thoai” trén trang quan 1y ing dung cu thé.
e  Cung cép cac thong tin IP, Port hé thong tong dai SIP doanh nghiép vao
“Cong két ndi”.
o Chon cbng ra/vao twong tng vdi chiéu cude goi nhan dén / goi ra
e B0 sung cac phan ludng tiép nhan tng voi timg OA
o Chon OA cén tao lu(“)ng
o ID:OA id (hé théng mic dinh) + 3 chit s6, giup App quan 1y ludng
o Tén: Tén goi nhé véi ludng
e Cau hinh sén trén tong dai cta doanh nghiép dé tiép nhan véi cac dau sb tiép
nhan (callee/DID) la chudi ID vira duoc tao cho ting ludng (mapping ID nay
dén timg IVR/Group c6 san trong tong dai)
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o cum Zalo Cloud Connect (ZCC)
@ wiva Thigt I3p kot ndi va phin luing
@ Ding ki sif dung API [

i thise domains Céng ket néi
@ Thing ki AP

Ll Thebing ké dimg mhip

D s miess . o) . @)

Bia chi IP Céng Giao thiic Céng via Céngra

Phén lugng
%) Bing nhip

# Webhook

—
BB Official Account L4 1 | 991 1283410 Support-101 '.! CaliCenter OA |

& Mini App

Tao phan luéng X

OA zao ZOA Testing

D 3116696603304155682  Nhap ID gdm 3 chif s&

Tén Nhap tén tdi da 20 ky tuf

Luu ¥: IP ctia cong két ndi (SBC/PBX) can dung Static IP public, dung dé két nbi
v6i Zalo qua moi trudng internet

3.5 Cau hinh trung ké SIP (SIP trunk) giiva SBC/PBX va ZCC
e Théng tin céu hinh SIP trunk:
o Server/IP: <ApplD>.zcc.openapi.zaloapp.com (AppID tir trang
Developer 6 trén)
o Port: UDP/TCP 5060
o Codec: PCMU va PCMA cho Audio, H264 cho Video (néu c6)
o Chuay:
= Server/IP can phai khai bao theo dung domain
*  Néu khong c6 DNS, c6 thé khai bao file hosts cho domain
trén Ung voi IP 49.213.78.92
e Caller/Callee khi goi ra:
o Caller/From la chudi sb dinh danh Oficial-Account (OAID)
o Callee/To la s6 DT hodc chudi sé dinh danh cta User Zalo (UserlD)
e Caller/Callee nhan cudc goi vao:
o Caller/From la cudi sb dinh danh cua User Zalo (UserID)
o Callee/To la chudi OAID két hop v6i ma phan ludng (xem 3.4 &
trén)
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e Vidu: véi OAID = 1234567890, ApplID = 9876543210
o Server/IP: 9876543210.zcc.openapi.zaloapp.com
o Thong tin khi goi ra:

= FROM:
1234567890@9876543210.zcc.openapi.zaloapp.com
= TO:

<UserID/Phone>@9876543210.zcc.openapi.zaloapp.com
o Thoéng tin khi nhan cudc goi vao ting v&i ma phan luéng 100:

= FROM:
<UserID/Phone>@9876543210.zcc.openapi.zaloapp.com
= TO:

1234567890100@9876543210.zcc.openapi.zaloapp.com

e Mo firewall, cho phép két nbi dén IP ciia ZCC:
o IP Signal: 49.213.78.92,91,90
o Port UDP: 5060 TCP: 80,443,5060,5061
o Luu y: Néu cudc goi da thiét 1ap nhung gip 16i mang yéu/khong co
am thanh, vui long lién hé Zalo dé cap nhat thém thong tin cac IP
media

3.6 Cau hinh nhanh goi trén OA manager va phan bé vé cac luong &

App
e  Céu hinh nhanh trén OA manager (https://0a.zalo.me/manage/zcc), lién két
v6i ludng & App
mce
Thiét 1ap nhanh goi ~
Thit lap chite néng goi thoai

Teén nhanh Ung dung ty quyen Phan luang

e Kiém tra nhanh hién thi khi nguoi dung tuong tac voi OA
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13:25 all LTE 68

- Zalo Official Account @ T

Tai khoan OA
8, Tinhning

X, Ding ki xac thuc

3.7 Goi tir ngwei dung Zalo dén CallCenter
e Dang nhap Zalo
e Truy cip vao OA can tuong tic

e Lua chon goi theo Audio hay Video & goc trén bén trai

13:28 il LTE 88

< Zalo Official Acc... @ il

Tai khoan OA

Zalo

Théng bao trién khai

e Chon Iirra nhanh/danh sach va goi

a1l UTE 8

& Zalo Official Account @ Q

Tai khoan OA

. Tinhning

X, Ding ki xac thuc

e Luuy:
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o Khi dang trén cudc goi, phia Tong dai vién (OA agent) s& thay dugc
thong tin Caller 1a nguoi ding Zalo dang goi dén

o Pang duoc phat trién: Ngodi cdch goi trén, nguoi ding Zalo con cé
thé goi dén OA theo mét sé cdch khac nhw scan QR Code, bam vao
URL, ...

3.8 Goi tir CallCenter dén ngwoi dung Zalo

Zalo Cloud Connect
(ZCC) OAforwards call to

= UsercallstoOA Z I Official business call center Q
E a OAcccum _—
3 =

e

B2C! «—

E'EE/ Agent calls user
via call center

v

Bo®

¢

<

Official
[ < Zal .
! OA forwards call to user QIO rezou Call center calls user

(with interaction during past 30 days) with UID

<« Z I Official
l e OAforwards call touser Cl oﬂccoum <t

(with valid consent) ~ Callcenter calls user

T with phone number

= «
Q +— l 0Asends consent request to user

(without valid consent)

. Téng dai vién bAm s va thuc hién ggi ra (sé bi goi 1521 chudi s dinh danh
nguoi dung Zalo (UserID), hodc 1a s6 dién thoai). Néu trén softphone thi

tuong tu dudi day:
Phone Logs  Contacts A

214423330654 -

1 2 asc D

4on 5K 6N

7 guv 2

* 0 #

< = C
&) call =

Luwu y: Khi goi ra (outbound) ‘bcing S‘OA’ dién thoai cua Zalo User, can cé sw dong y tir nguoi
dung thong qua buoc “Yéu cau quyén thuc hién cudc goi den nguoi dung”
- API xin quyén tir ngudi dung: https://developers.zalo.me/docs/official-
account/goi-thoai/cap-quyen-goi/gui-yeu-cau-cap-quyen-goi
- Kiém tra ngudi ding di cip quyén: https://developers.zalo.me/docs/official-
account/goi-thoai/cap-quyen-goi/kiem-tra-khach-hang-da-cap-quyen-goi
- Code phan hdi tudn theo chudn RFC danh cho két ndi SIP Trunk.
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